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The&Right&Tool&for&the&Job

Many&current&privacy&approaches&are&some&mixture&of&
governance&principles,&requirements&and&controls.&
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Dra^&Privacy&Engineering&Objec7ves

• Design&characteris7cs&or&proper7es&of&the&system

• Support&policy

• Support&control&mapping
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Predictability&is&enabling&reliable&assump7ons&by&individuals,&owners,&and&operators&about&
personal&informa7on&and&its&processing&by&an&informa7on&system.&


Manageability&is&providing&the&capability&for&granular&administra7on&of&personal&informa7on&
including&altera7on,&dele7on,&and&selec7ve&disclosure.&


Obscurity&is&enabling&the&processing&of&personal&informa7on&or&events&without&associa7on&to&
individuals&or&devices&beyond&the&opera7onal&requirements&of&the&system.&




Security&Risk&Equa7on
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Security&Risk&=&Vulnerability&*&Threat&*&Impact




Dra^&Privacy&Risk&Equa7on

Privacy&Risk&=&Likelihood&of&a&Problema7c&Data&Ac7on&*&Impact&of&a&

Problema7c&Data&Ac7on&


Likelihood&is&a&contextual&
analysis&that&a&data&ac7on&is&
likely&to&create&a&problem&for&a&
representa7ve&set&of&individuals


Note:&Contextual&analysis&is&based&on&the&data&ac4on&performed&by&the&system,&the&personal&
informa4on&being&processed,&and&a&set&of&contextual&considera4ons


Impact&is&an&analysis&of&the&costs&
should&the&problem&for&

individuals&occur&
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Frame&Business&Objec7ves

  Frame&the&business&objec7ves&for&the&system(s),&
including&the&organiza7onal&needs&served.&
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•  Describe&the&func7onality&of&the&system(s).

•  Describe&the&business&needs&that&the&system(s)&serve.

•  Describe&how&the&system&will&be&marketed,&with&respect&to&any&

privacyYpreserving&func7onality.&




Frame&Privacy&Governance

  Frame&the&organiza7onal&privacy&governance&by&
iden7fying&privacyYrelated&legal&obliga7ons,&principles,&
organiza7onal&goals&and&other&commitments.
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•  Legal&Environment:&Iden7fy&any&privacyYrelated&statutory,&
regulatory,&contractual&and/or&other&frameworks&within&which&
the&system&must&operate.&


•  Iden7fy&any&privacyYrelated&principles&or&other&commitments&to&
which&the&organiza7on&adheres&(FIPPs,&Privacy&by&Design,&etc.).


•  Iden7fy&any&privacy&goals&that&are&explicit&or&implicit&in&the&
organiza7on’s&vision&and/or&mission.&


•  Iden7fy&any&privacyYrelated&policies&or&statements&within&the&
organiza7on,&or&business&unit.




Assess&System&Design&–&Data&Ac7ons
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Resources&



NIST&Privacy&Engineering&Website:&


hop://csrc.nist.gov/projects/privacy_engineering/index.html
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Ques7ons&






Contact:

Naomi&Leqovitz


naomi.leqovitz@nist.gov
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