


What role do security standards play in 
catalyzing privacy by design principles? 



What is the nature of privacy and security threats 
posed by the Internet of Things in the context of 

meaningful applications in the home, for the 
individual, and for a community of people?  

How can we reliably de-identify individuals in 
databases to enable meaningful analytics while 

protecting privacy?

What should the modern technical, social, and legal 
conceptions of privacy be?



What do surveillance and commercial data 
practices mean for vulnerable communities?

How can we update our sectoral privacy system to 
account for technologies that digitize the offline 

world (e.g. facial recognition, geolocation, 
wearables)?

How do we teach lawyers to work with 
technologists, and vice versa?



What does privacy mean in a world of machine 
learning?



How do people make decisions about sharing or 
protecting personal information? What biases are 
they subject to, and what heuristics do they use?

How can we, as a community of privacy researchers 
from many different disciplines, help people make 

good privacy decisions?



How do we empower software engineers with new 
notations and tools to reason about and analyze 

design trade-offs affecting privacy?

How to engage students in privacy engineering as 
part of CMU’s Masters of Privacy

http://privacy.cs.cmu.edu/

http://privacy.cs.cmu.edu/
http://privacy.cs.cmu.edu/


Are there any reasons for ‘regulatory hesitation’ 
before adopting measures of technological 
management that are intended to eliminate the risk of 
‘privacy infringement’?



Working primarily in four areas - 

Technical Privacy Strategy
Data Ethics 
Identity
Cross-division privacy reviews 

Logo



Does transparency incentivize privacy? How?

Can raw data be made more intelligible and useful for 
users?

How can we future-proof privacy practices?



Transparency can be improved by imbedding   
privacy notices in the design process as part of 
Privacy by Design  What technical, business, 

organizational and regulatory challenges need to be 
addressed for this to become a widely adopted 

practice?         



•

•

http://www.professions.com.au/about-us/what-is-a-professional
https://www.computer.org/cms/Computer.org/Publications/code-of-ethics.pdf
https://www.computer.org/cms/Computer.org/Publications/code-of-ethics.pdf
https://www.computer.org/cms/Computer.org/Publications/code-of-ethics.pdf
https://www.computer.org/cms/Computer.org/Publications/code-of-ethics.pdf


Picture How do engineers, lawyers, policymakers, 
social scientists, auditors, data scientists, 
internal control experts, overseers, managers, 
etc., most optimally interact to create -- and 
then consistently achieve -- solid privacy-
protecting outcomes?



I’m studying how engineers think about privacy and 
security in Internet and Web standard-setting. How 

do voluntary, multistakeholder processes affect 
privacy in technology?



Enabling researchers from various disciplines 
to interact and collaborate to develop solutions 

that address privacy needs



How can we ensure that privacy 
practices are adopted across 

disciplines?



How can we design privacy and security controls that 
people can actually use?

How can we design systems that correctly make 
privacy and security decisions on behalf of their 
users?





Picture
How do we demystify privacy so stakeholders can 

understand, design, and engineer user experiences 
and functional requirements accordingly?



How can technologists and lawyers apply their disparate 
strengths to collaboratively understand and address 
privacy concerns?

How can software engineers and computer scientists 
integrate privacy values into their design processes?



What I think is the most important (privacy) question for the 21st 
century:  How will we sustain our freedom to be off?

Privacy-related interests:  privacy commons, economics of 
infrastructural resources, relationships btw constructed environments & 

humanity / human flourishing 

Relevant work:  Infrastructure:  The Social Value of Shared Resources 
(2012); Governing Knowledge Commons (2014); Governing Medical 
Research Commons (forthcoming 2016); Being Human in the 21st 

Century (forthcoming 2017)



Much privacy work to date has been based
on adversarial relationships.

Can we identify and solve non-adversarial, non-
controversial problem problems?

Are there area where privacy interests are aligned and 
problems arise because of technical errors, 

inattention to detail, or human error?

Picture







What are the links between data protection/FIPPs, 
regulation, and risk? And how can these inform us in 
order to devise a meaningful risk-based approach?



Privacy and Information 
Policy Consultant 



How much is privacy by design a part of 
existing design processes, and what 
can privacy by design learn from these?



Disillusioned: “preserving” privacy given aggressive 
legislation (e.g. US’s CISA, UK’s Investigatory 

Powers Bill), increasingly agile SDLCs, overreaching 
click-through agreements, and overwhelmed end-

users

Privacy v. compliance, accessibility, security, 
usability, etc: overburdening “by design”



Technology changes rapidly.  How can Privacy by 
Design keep up?

Related work: Big Data: A Technological Perspective. 
Executive Office of the President; President’s Council of 
Advisors on Science and Technology. May 2014





How do we reconcile different privacy research 
paradigms in computer science and engineering 

when addressing privacy in systems? 

What is the impact of the upcoming cybersecurity 
R&D strategy on privacy research and practice?





What does a privacy research agenda look like and 
how do we explain it to policymakers when they 

ask? 

(Unofficial logo) 



How, if at all, can designing for privacy be 
complementary, rather than adverse, to business 

and security goals?



Are privacy injuries the environmental damage of the 
information economy?

If so, what can this tell us about privacy management 
and privacy law and policy?



info+tech+culture+ethics

Currently: situating professional codes of ethics 
historically to inform our particular moment of rapidly 

growing data/computational social science - with 
particular attention to intersections between 

important issues (like privacy) and marginalized 
populations.



How can we as a community assist companies in 
taking a proactive approach to privacy as opposed to 

a reactive one?

Why does privacy still need to be incentivized and/or 
regulated for private organizations to address it?

What does an ideal privacy landscape look like?





Privacy by Design – Is it possible?

Can legal rules be translated into computer code?
If so, what does this imply for the interpretation of rules and 
legal concepts?
If not, what does “Privacy by Design” mean? 

(And by the way, what does privacy mean in the 21st century?)





Bridging the gap between legal requirements and actionable 
advice in mobile apps, location analytics, and big data.





● Princeton CS: Research in Computer Architecture 
and Mobile/Embedded Systems.

● Dept. of State: 1-year Jefferson Science Fellowship

● Internet-of-Things: In what ways are privacy issues 
distinct for IoTs, and in what ways do they overlap 
with previous computer privacy issues?



Grand challenge problems in privacy that are 
amenable to socio-technical approaches.



How do software engineers and 
designers demonstrate compliance with 
privacy laws?  

How should regulators audit systems for 
compliance?





How might human-centered designers 
more thoughtfully incorporate privacy issues 
when designing services with the public, 
front-line service providers, and institutions?



As the Associate Director of the Federal Trade Commission’s Division 
of Privacy and Identity Protection, Maneesha has managed significant 
initiatives encouraging privacy by design, including reports on the data 
broker industry, the Internet of Things, consumer privacy, facial 
recognition, and mobile privacy disclosures; Congressional testimony 
on data security, facial recognition, connected cars, and identity theft; 
and investigations that have resulted in settlements, including against 
companies such as Wyndham, Google, Facebook, Twitter, Lifelock, 
Equifax, HTC, and Snapchat. 



Current efforts:  multistakeholder convenings to 
develop codes of conduct and best practices on 
privacy, as well as baseline privacy legislation

Efforts in a prior job:  Co-authoring RFC 6973 
(“Privacy Considerations for Internet Protocols”) and 

other standards-focused privacy initiatives



Current Research:
How do organizations understand and manage 

privacy? What external factors--policies, 
institutions, non-state actors, etc.--lead to deeper 
engagement with privacy as a social and political 

concept, and richer policies and practices that 
embed privacy into technical systems and business 

processes.



●
●
●



Can modern capitalism survive the destruction of privacy?



What would a user-facing privacy report card look like?
         (that users care about)

Can there be / Is there such a thing as a privacy audit?

If we were to imagine dozens of potential privacy 
encroaching scenarios which personally cross a line for us 
as consumers, and then synthesize across scenarios, what 
silhouette of privacy and expectation would emerge?

&



Consumers’ privacy choices on the Web
Applications: shopping, search, social, payments
Behavioural economics: field and lab experiments

Current research:
■ Guide to measuring privacy concern (IJHCS)
■ Privacy Behaviours after Snowden (CACM)
■ Value of Privacy in Web Search (S&P)
■ Web form filling behaviour

Google employee, attending in 
personal capacity



Big Data -- Privacy, Discrimination, and Algorithms, 
especially in education context (testing, software 

programs)
Social Value of Privacy -- how to formulate more 

robust policies from this perspective



How does “protecting privacy” keep from being 
Chicken Little when new technology is developed, 
such that no one cares about protecting privacy 

because “nothing bad” ever happens?

What are the privacy risks we are trying to mitigate? 
What happens when the likely harm to the individual 

is small, but the societal impact could be large? 



Is an ounce of security prevention worth a pound of cure?: 
Ex ante prevention vs ex post mitigation.

Opportunities squandered: empirical analysis of cyber 
insurance claims.

Unpacking the hype of Information Sharing policies.



New York University
A private university in the public 
service

Picture
How do we translate the Fair Information Practices 
into engineering and usability principles and how do 
we create the regulatory incentives to ensure that 

companies engage in privacy by design? 



Current Research:  
Determining whether 

usage-based privacy is 
feasible and, if so, where.





How is technology, particularly wearables and apps, 
used to manipulate behavior? 

Recent paper looks at the issue through the lens of 
workplace wellness programs: “eHealth and Privacy 
in U.S. Employer Wellness Programs” available at 
http://papers.ssrn.com/sol3/papers.cfm?
abstract_id=2613452



The intersection of privacy requirements, and 
software architecture...

How do we build systems that preserve privacy?
What tradeoffs do privacy-related design 

decisions create?
Developing the eddy privacy requirements 

specification language.



Picture
How should regulatory design/choice for Privacy by 

Design be the same or different from regulatory 
design/choice for privacy generally?

Are the market and government failures the same?



The who, what, where and when of privacy 
professionals. 

Who are they? How much do they make? How large  
are their budgets? Whom do they report to? What are 
their areas of responsibility? What is their influence in 

organizations? How do privacy programs differ by 
region, industry, maturity, size of organization? 



What lessons do the regulatory processes for privacy 
and for cybersecurity have for one another?

The concepts of “privacy”, “security”, and “data 
protection” often are conflated -- how best can we 
disambiguate these concepts and understand their 

interrelationships?



The force awakens!

Europe has almost finalized the General Data 
Protection Regulation (GDPR). It offers new rules for 
privacy by design and stricter enforcement options. 

Are words going to turn into action:

the force awakens?

Institute for Information Law





How can design methods and processes 
(from HCI) be utilized to proactively surface 

privacy-related issues, and contribute to 
implementing Privacy by Design? 





Enabling researchers from 
various disciplines to interact 
and collaborate to develop 

solutions that address privacy 
needs



● What technologies and business models can we develop that are inherently 
privacy-preserving, that empower citizen-consumers and help them to 
understand, be informed about and, where appropriate, control the use of their 
personal data and yet, at the same time, enable entrepreneurs to develop and 
run data-driven businesses?

● Can privacy protection measures be personalised in a way that remains 
intelligible to the citizen-consumer while remaining consistent with privacy 
legislation?

● How can we effectively encourage citizen-consumers to use privacy-
preserving technologies and measures?

● How can we effectively encourage businesses and government agencies to 
design privacy into new technologies, systems, services and policies?



How do we address challenges when scholars try to engage 
with industry re values/privacy in design, such as:

- Recognizing and identifying the particular values at play 
within a given design scenario

- Justifying a particular set of values over others
- Managing the values assumptions and expectations of 

the designers (and scholars)
- Complexities and uncertainties of operationalizing 

values within design variables 
- Fundamental issues of definitions & levels of abstraction


