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Social Engineering

Picture credit: http://www.presidio-group.com/social-engineering-risk-real/



Social Engineering

Picture credit: http://www.presidio-group.com/social-engineering-risk-real/
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Reciprocation
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Commitment/Consistency

A Globol Petition By Ansmol Lovers
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Social Proof




Influence Scenario
Compromising
Democracy




Bob Harris, 68, Chairman of the
2020 Anna Smith Campaign

hobby: stamp collector

Daughter Alice has public Facebook

orofile:

e disclosures family life

* mentions his hobby in a comment in
a post




Dear Mr. Harris,

My name is Eve Johnson and | am in your daughter Alice’s
yoga class. She told me about your interest in stamps. My
grandfather passed away recently and left me with a stamp
collection from the 50s that | would like to sell. | have a website
set up with pictures and prices, and if you would like to see It
please Visit:

www.Stampcollection.com

Thank you,
Eve



Dear Mr. Harris,

My name is Eve Johnson and | am in your daughter Alice’s yoga
class. She told me about your interest in stamons. My grandfather
passed away recently and left me wiih a stamp collection from th
e 50s that | would like to sell. | have a website set up with pictures
and prices, and if you would iike to seg & ase Visit:

| g\
www.Stampcollection.com ‘

o
Thank you, 66

Eve




Incursion via Social
Engineering

* Bob ends up installing malware in the
campaign headquarters computer.

Sensitive emails from Anna Smith and her
staff leaked to the public damaging her
reputation



Far fetched??



: REUTERS

- u Macron campaign confirms phishing
— attempts, says no data stolen

#CYBER RISK APRIL 26, 2017 / 5:53 AM / 5 MONTHS AGO

Macron campaign confirms phishing
attempts, says no data stolen

Michel Rose, Eric Auchard 5 MIN READ v f

PARIS/FRANKFURT (Reuters) - French presidential candidate Emmanuel
Macron’s campaign team confirmed on Wednesday that his party had been the

target of a series of attempts to steal email credentials since January but that they

had failed to compromise any campaign data.
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Phishing: guidance for
political parties and their staff

Created: 15 May 2017
Updated: 15 May 2017

How to detect phishing attacks, and preventative measures that can reduce
the likelihood of you becoming the victim of one.

The

Podesta
Emails
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MPS GET HACKED All politicians are
warned over cyber-security after
phishing attacks target MPs

A number of MPs were sent phishing emails by hackers
attempting to steal personal information
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How susceptible are
people?

An analysis of phishing susceptibility
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Case Study: Older vs Younger
Adults

Population Distribution by Age
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Cognitive change across adulthood

Crystallized

Ability (performance)

Fluid
Younger Middle-aged Older
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Agarwal et al., 2009; Samanez-Larkin & Knutson, 2015



Behavioral Study on Phishing Susceptibility
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Participants & Demographics

158 participants — North Central Florida

Young Participants Older Participants

N 99

% female 55.6
Age 21.57 (3.80)
Years of Education 14.24 (3.57)
Hrs of Exercise per week 5.40 (3.43)
Physical Health 7.72 (1.54)
Mental Health 8.00 (1.52)
Hrs on Internet per week 7.35(2.90)

Note. Bold indicates significant age differences at p < .05.

59
44.1
70.98 (8.30)
16.30 (2.79)
8.84 (10.50)
7.53 (1.97)
8.57 (1.50)
7.09 (2.98)



Dear John Smith,

Our resources have indicated that you have a parking violation
from 12/17/2015 at SW 89th Avenue, in Gainesville FL at 3:34pm.
Please go to our website to obtain more information about the
violation and to pay your fine or refute your ticket: < link omitted >
Sincerely,

Susan Smith

Alachua County Traffic Correspondence
2345 Main Street

Gainesville, FL

352 344 5656

Authority Weapon + Legal Life Domain
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ersonalization
—

Our resources have indicated that you have a parking violation Harmless

frof312/17/2015 at SW 89th Avenue, in Gainesville-FEat 3: 34pm Webpage
Please go to our website to obtain more information-e
violation and to pay your fine or refute your ticket: < link omitted >

Sincerely,

Counterbalanced gender of sender
Riachua€ounty Traffic Correspondence

2345 Main Street
Gainesville, FL
352 344 5656

Authority Weapon + Legal Life Domain
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Overall Susceptibility

43% of participants fell for the emails at least once

60%
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0%
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Older adults more susceptible than younger adults
into falling for a phishing email

Probability of clicking in emails: 3.2% vs 2.9%

Huge effect for older women: the most susceptible
group

~ -
. . . . ’;‘
Multilevel logistic regression &\

(B=.98,2z=2.02,p=.04) :‘ w7
" ‘ 29



Weapons of Influence x
Susceptibility
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Life Domains x Susceptibility
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Interventions

32
Credit: http://www.kaptest.com/blog/bar-exam-insider/2016/05/31/one-size-does-not-fit-all-when-it-comes-to-studying-for-the-bar-exam/



The new frontier:
Influencing voter’s
opinion




@ HOME Q SEARCH El]t New ﬂﬂl’k Times - Chc{Uashm qlonpos t

-ED CONTRIBUTOR ECITORIAL ENTERPRISE FLORIDA , FRANK BRUNI Great news: Your Basic digital subscription now includes all Washington Post apps. Learn more.
1e President’s Self- Mr. Trump Nails Shut the ~ Why Florida Might Become | To Serve Is to SI
estructive Disruption Coffin on Climate Relief the Next Silicon Valley ~  “*Ftomioa {
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’ . 5 7 | allyum
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Business

Obama tried to give Zuckerberg a wake-i
The Only Way to Defend Against Russia’s Information War over fake news on Facebook

Siatives used FaoebooWd Twitter during the 20160f\

Opinion = opINION

By NINA JANKOWICZ  SEPT. 25, 2017

Surprise your Shop now

amazon
pa—

Technology

Russian operatives used Facebook
ads to exploit America’s racial and
religious divisions
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Thank yout!

daniela@ece.ufl.edu



Backup Slides



armer's Market needs your help Inbox X = |

SGeller87@aol.co 7/5/15 «

tome = —~ 22 fake accounts

Hi Daniela,

This 1s Steven Geller from the Farmer's Market. I wanted to reach out to you for help. Sales this past month
weren't the best, and the market wants me to close down my stand because they think that the space would be
better occupied by someone else. Can you believe that?

Anyway, I'm trying to get a petition together to show them that folks are still interested in the produce and things
I bring to the market. If I get enough signatures, I can convince them to let me keep my spot, and you and

everyone else can continue to have access to large, heirloom produce and unbeatable rates.

If this doesn't work out, then I guess I'll have to take business elsewhere, and I won't be able to sell to you or

anyone else in the area for a while.
Here's the link to my petition: Wateﬁeform.com/marketpetition-ideolo,qical/

Thanks so much for being one of my customers

good produce!

Best wishes,

Susceptibility to phishing

Steven Geller
S/



Daniela Alvim Seabra de Oliveira - iamsiifegC gmail.com>
to SGeller87 |«

Of course | will help!

Best,
Daniela
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Low Susceptibility Awareness,
Particularly Among Older Users

AN

Self-Reported Likelihood of
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Some stats or ... Confessions of a
Social Engineer (SE)

* 66% of attacks (especially in organizations) start
with SE (online and offline)

* Personal and company social media are SE toolbox

* Professional SE can hack a company in Iesshan‘_3Q

min after info gathering

Rachel Tobac, social engineering
contest DefcCon 2016 (2" Place)

Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grafg
Hopper Celebration of Women in Computing 2017.
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IN Soc

o SE Find What They Need

ial Media?

* Instagram: geotag searching, hashtag searching

* Facebook: https://searchisback.com - Facebook

Dorking
* Twitter:

hashtag and picture searching

* Linkedin: tags and photos

* Request by “females” : high success rate

Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace
Hopper Celebration of Women in Computing 2017.



What Information SE Target?

Adobe’Reader- 7.0

Version 7.0.0

I G0 e Daww fage e Gavipeman e e

A ¥ O D ¢ NW.¥d W <& &
- O S e L

[

e P e
— P Vs
——— C—————
Q v —-—rem— D el
’ —— D e T LT T

ol s e [ T e
——————
At -

S T e aagers G . -

N g S -

bt WAy e
Mntngen e e menage beb s e e aam by any sekeme Jut s ey Adher Wrkews
Mrhaterts. Bal AN B Gotanw sl sl B 400 Byl T S ol e gt Aaell ONK D
M A M Ve Pa Y A

U Sy OT TGt IGEAC M T, SRUORA L bl W0 Smp (e s
S P S by el ek o s satee baater e o St ek b W e

For mamgin, § yTr Ay DO oA i e e b o e e B i penphe
wartnd, Sy o ek o Sk M g wll e e e e W st by S eivad
DA, SN0 W I DTN SA0M Ty HT The SabAa &

Dot e . —

» O- &
e o Google Chrome
[ - rieRen 10,1544
Abaayy Pow bockearks by Cvee
oy Ovien
Brbat s Oiees
Comricats Qo)

Service

EIT ovovrs oeae Suson

OS X El Capitan

Version 11 S ey

MacRozk Fro (Reting, 15-nc, Lase 213
Processer 26 0k vl Cove i7

Memary 15 G0 Y202 Mz DORY

Startup Oigk  Macimash HD

Qraphies NV GeForce O TH0M 2088 v
Serial Narsber  XOOYYOXYX¥DO

Syatere Separt.

Copyright © 2006-2008 Google Inc. All Raghts Reserved.
Googde Owome is made possbie by Be Olronn open source project and other

Emer information for the wireiess nebwork you wankt 10 3dd

[Lrocze 20 rpoony

L L Y
el o
Lranghemn e
Soinnty Kop

e (hasacteny

ot 1ha Connaiin mlavudial,

Corvat mvon d v POk i 00t Bacadcarng
Warwng ¥ you sdhect thiz 2500n, your coMeUtar's privacy might be st rek

[ hez || Cancei !

Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace

Hopper Celebration of Women in Computing 2017.



How Social Media is Used to

Target Com oames
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Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace

Hopper Celebration of Women in Computing 2017.
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IN Soc

o SE Find What They Need

ial Media?

* Instagram: geotag searching, hashtag searching

* Facebook: https://searchisback.com - Facebook

Dorking
* Twitter:

hashtag and picture searching

* Linkedin: vendor tags and photos

* Indeed/Glassdoor: reviews and photos
 Quora/Reddit: tell all

Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace
Hopper Celebration of Women in Computing 2017.



How do SE Pick Their Targets?

* Collect any phone numbers they can find

* 3rd party vendors posting and tagging your
company and your employees

* C-level management: You are a target!

* Employees posting on social media about your
company

Source: Rachel Tobac. Hacking the Wetware: How a Noob Compromised 2 Companies with Social Engineering. Grace
Hopper Celebration of Women in Computing 2017.



Female SE = High success rates

e https://youtu.be/ isubfx3Qwl
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Interventions

47
Credit: http://www.kaptest.com/blog/bar-exam-insider/2016/05/31/one-size-does-not-fit-all-when-it-comes-to-studying-for-the-bar-exam/



Our Group’s Future Work

Natural Language Processing to detect influence
In emails

Warnings about cues to deception in email in an
age-targeted fashion
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