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Hurricane	Harvey	
24-28	August	

	

Hurricane	Irma		
5-10	September	
(+	Jose	+	KaAa)	

	

Hurricane	Nate	4-8	October	
Hurricane	Maria	18-24	September	

2017	Hurricane	Season	
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Las	Vegas	mass	casualty	shooAng	1	Oct	2017				
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SimulaAon	of	the	August	2016	Historic	
Flood	Event:	Sample	Results	

	1-D	Model	along	the	Amite	River	&	2-D	Model	for	the	
lower	region	of	the	system	
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“Research for a Reason” 





Water	Surface	Eleva>on	along	the	Main	Channel	
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2017	Internet2	Global	Summit	(04/25/2017)	



EVSE	to	EV	Communica>ons	

Power	Supply 
Communica>ons 



FingerprinAng	Algorithms	to	uniquely	idenAfy	devices	and	vehicles	

Building Energy 
Management 
System (BEMS) 

LighAng	

Temperature	

Smart	Meters	

HVAC	

1)  The DSM system senses  
the closest EVSE using 
Bluetooth Energy 

2)  DSM senses closest EVSE 
using Bluetooth Low Energy 

3)  DSM associates with EVSE 
using WPA-2 Protected WIFI 

4)  DSM sends security 
snapshot to EVSE 

5)  EVSE forwards security 
snapshot to BEMS 

6)  BEMS (or operator) makes 
decision to allow/deny 
charging 

7)  EVSE allows or denies 
charging 



Mass-Casualty	ShooAng	Incident	in	a	Public	Theater	
LafayeXe,	Louisiana		July	23rd	2015	



Who	are	the	key	actors	in	a	community’s	recovery	from	a	crisis?	
 

Assessing Community Resilience through Modeling Human 
Geography	

 Objective: Develop a GIS-based analysis tool for mapping  social networks,   
 communications channels, socio-economic relationships, and community leadership. 



Private	Citizens	&	Groups

Schools	/	Universities

Faith-Based	Organizations

Hospitals	/	Medical	Services
Social	Services

Private	Sector	Businesses

Government	&	Agencies

Emergency	Management
First	Responders

Event / Impact space

Civic infrastructure

Critical infrastructure

Built environment

Natural environment

CITY HALL

Chamber of Commerce

County Office of
Emergency

Management

City Office of 
Emergency

Management

Local
Business/Industry

Community 
Business 

Associations

Fire 
Department

Public and Private
Schools

Local and Regional
Medical Centers

City
Police

Emergency
Medical
Services

Harbor
Master

Local
Universities

and Colleges

Fire 
EMS

County
Sheriff

Public Health
Department

Faith - Based
Community

Citizens Corps
& CERT

Local Emergency
Planning Committee

Community
Organizations

City
Visitors
Bureau

Neighborhood
Business Leaders

Public 
Works

External Resources:
County -State -EMAC -Federal

Civic	infrastructure	 Cri>cal	infrastructure	Community	social	networks	

ApplicaAons	of	Social	Network	Analysis	for	Building	Community	Resilience,	(2009)	NaAonal	Research	Council,	NaAonal	Academy	of	Sciences	
h"ps://www.nap.edu/catalog/12706/applica>ons-of-social-network-analysis-for-building-community-disaster-resilience	
	
Building	Community	Resilience	Through	Public	Private	CollaboraAon	(2011)	NaAonal	Research	Council	Board	on	Earth	Sciences	and	Resources	
h"ps://www.nap.edu/catalog/13028/building-community-disaster-resilience-through-private-public-collabora>on	
	
Disaster	Resilience:	A	NaAonal	ImperaAve	(2012)	NaAonal	Academies	CommiXee	on	Science,	Engineering	and	Public	Policy	
h"ps://www.nap.edu/catalog/13457/disaster-resilience-a-na>onal-impera>ve	

Understanding	“whole	community”	criAcal	infrastructure	



hXps://pages.nist.gov/GCTC/	

2017			Smart	&	Connected	CiAes	and	CommuniAes	
	

2018			Smart	&	Secure	CiAes	and	CommuniAes	



hXps://pages.nist.gov/GCTC/super-clusters/	

Alameda	/	San	Francisco,	CA 	 	AI-based	Emergency	Preparedness	
Conover,	NC 	 	 	 	GEO	Fencing	PredicAve	Policing	SoluAons	
Denton,	TX	/	UNT	/	PSU 	 	 	Deployable	CommunicaAons	&	Incident	Command	
Fairfax	County,	VA	/	GMU 	 	MulA-Team	CoordinaAon	&	Analysis	
LafayeXe,	LA	/	UL	LafayeXe 	 	Louisiana	Business	Emergency	OperaAons	Center	
Las	Vegas,	NV 	 	 	IoT	for	Preparing	Underserved	CommuniAes	
Montgomery	County,	MD 	 	Safe	Community	Awareness	and	AlerAng	Network	
Nashville,	TN 	 	 	Integrated	AnalyAcs	&	Scheduling	of	First	Responders	
Newport	News	/	VA	Beach,	VA 	 	Storm	Sense	InundaAon	and	Flood	PredicAon	Modeling	
North	Central	Texas	COG 	 	 	Smart	Emergency	Response	System	
Orlando,	FL		 	 	 	Video	AnalyAcs	for	Public	Safety	during	Special	Events	
Ronart	/	Santa	Rosa,	CA 	 	 	Advanced	Flood	Warning	&	Environmental	Awareness	
San	Francisco,	CA 	 	 	Mobile	Micro-Grids	for	Disaster	Resilience	
Washington,	DC 	 	 	Cyber	City	EducaAon	&	Awareness	Plajorm	
Genoa	/	Milan	/	Torino,	Italy 	 	Open	Plajorm	for	Smart	City	Disaster	PrevenAon		
Taichung	City,	Taiwan 	 	 	Community	Traffic	Control	for	Disaster	Response	
Wakayama	/	Nagano	/	Miyagi 	 	NerveNet	Regional	Resilience	IoT	Plajorm	
									Prefectures,	Japan	

Research & Development in “Smart Public Safety” 



hXps://pages.nist.gov/GCTC/super-clusters/	

GCTC 2018 Focal Point:  Cybersecurity and Privacy 
in Smart & Secure Cities  

 
 
	

Founda'on	for	Public	Safety:		Trustworthiness	
	

Ø  Security	
Ø  Privacy	
Ø  Safety	

Ø  Resilience	
Ø  Reliability	



•  IdenAty	management	and	credenAaling	of	personnel	+	“credenAaling	of	things”	

•  Public	interacAng	with	government	“online”	rather	than	“in	line”	

•  Data	security	and	assurance	for	technologies	affecAng	children,	families,	schools,	etc.	
	ParAcularly	virtual/augmented	reality	systems	

	

•  Data	security	and	assurance	for	collaboraAon	between	U.S.-Canada	(and	other	jurisdicAons)	
	Policy	problem	solved	by	a	technology	applicaAon	

	

•  Public	educaAon	and	awareness	and	definiAons	of	“truth”	in	public	safety	context	
	Decision	not	to	evacuate	New	Orleans	during	Hurricane	Nate	

	Decision	to	alert	the	public	about	a	possible	nuclear	aXack		
	

•  AcAvaAng	mobile	devices	remotely	during	disasters	for	situaAonal	awareness	

Challenges in Cybersecurity and Privacy affecting Public Safety 

hXps://pages.nist.gov/GCTC/super-clusters/	



hXps://pages.nist.gov/GCTC/super-clusters/	
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