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Relay attack only takes a couple of seconds
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we need secure distance
measurement















need to know where other objects/
people are

need to know where we are



need to know where other objects/
people are

need to know where we are

securely



until now no fully secure distance
measurement or positioning systems



until now no fully secure distance
measurement or positioning system

[so we decided to build one at ETH]
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Long Term Goal:
widely deployed secure positioning
infrastructure



Standardization:
802.15.4z (UWB)

- Interact with relevant partners
- Increase adoption



But RF is not the only sensing modality



SoundProof: Non-Interactive Online Authentication
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oundProof: Non-Interactive Online Authentication

FUTURAEF

It also works for logging

Myfinances  Account&Payments  Trading  Loans&lnvestors  Service & Contact

"
Welcome to Futurae Bank eBanking I nto ta b I etS ) S I I I art
Messages No new messages To inbox CNgE =D

Phone 078 922 03 86
info@futurae.com

Service times
Assets NAME CHF 23'452.86 Monday - Friday

R = conversational

SHF 0.00 c J closed

Send message

L] L]
Personal Account CHB4 0070 0110 0064 3385 7 CHF 23'452.86 I nte rfaC eS | I ke Al exa

Credit card bookings

— The most recent transactions on your credit card could be shown here. To do this, your eBanking must be
. connected to your Viseca MyAccount.

zlUrich FUTURAEF



Funding:
- ERC (1.5-2.5 MS /5y /single Pl)

- Swiss NCCR: 100M / 10 y / many Pls
- Industry (ZISC, 25+ MS / 10y)

- Commercialization



it is time to “de-virtualize”

we need to ‘get physical” again to ...



it is time to “de-virtualize”
we need to ‘get physical” again to ...
... Secure existing systems

... enable deployment of new systems



ETHzurich Z I S C Zurich

Information

Security & Privacy

Center

https://www.zisc.ethz.ch

capkuns@inf.ethz.ch




