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Correctness is easy.
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Security is hard.
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Analog Side Channels
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“Read”  
Property: Confidentiality 
Example: Power Analysis

“Write”  
Property: Integrity 
Example: Sensors

“Read” 
Property: Confidentiality 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Sensor Pain is Everywhere
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https://www.nytimes.com/video/multimedia/1247464146747/mobile-phone-turns-on-oven.html
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Sensors are Everywhere
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Digital Abstraction != Force Field

! Vibration 
! Acoustics 
! RF 
! Light 
! Heat
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} Sensor 
spoofing⇒

intentional interference violates assumption of sensor 
output integrity
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Do Not Blindly Trust Sensors

Sensors are a proxy for 
reality 

! Thermocouple 
interpolates from a 
voltage potential 

! Not necessarily 
temperature
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Absolute Zero Day Attack
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Where Do Thermocouples Matter?
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Photos: NBC Today, ABC News5 Cleveland

At Risk: Closed-Loop  
Feedback Systems



Intentional Electromagnetic Interference 
(Or Don’t Trust Your Sensors)

“Ghost Talk: Mitigating EMI Signal Injection Attacks against Analog Sensors” 
by Foo Kune et al.  In Proc. IEEE Symposium on Security and Privacy, 2013.

 
Joint work with Denis Foo Kune (U. Michigan),  
John Backes (U. Minnesota), Shane Clark (U. Mass Amherst),  
Dr. Dan Kramer (Beth Israel Deaconess Medical Center),  
Dr. Matthew Reynolds (Harvard Clinical Research Institute),  
Yongdae Kim (KAIST), Wenyuan Xu (U. South Carolina)

Supported in part by NSF CNS- 1035715, CNS-0845671, CNS-0923313, GEO-1124657, S121000000211, HHS 90TR0003/01, the Sloan Research Fellowship, the University of Minnesota 
Doctoral Dissertation fellowship, the Korean MEST NRF 2012-0000979, the Harvard Catalyst/Harvard Clinical and Translational Science Center MeRIT career development.  Any opinions, findings, 

and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the HHS or NSF.



Kevin Fu, Intentional Electromagnetic Interference
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Ghost Talk: Intentional interference

• Conducting traces can couple to EMI (back-door).

• Sensitive analog sensors can be affected.
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Fundamental Problem: Baseband
! Baseband: frequency range of desired signals. 
! Interference outside the baseband is easy to filter. 
! Interference in the baseband is hard to remove.
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Microphone Interference with RF

�14

Microphone

USRP1 with 
RFX900 board
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Non-Linearity: Self Demodulation
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Experiment: Implants & Emitters
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Results: Waveforms & Responses
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Acoustic Attacks on MEMS Accelerometers

[“WALNUT” by Trippel et 
al., IEEE Euro S&P 2017]
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spqr.eecs.umich.edu/walnut
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Unintentional Demodulation

�19

Intentional  
signal demodulation

vs.
Both: Intentional signal 

modulation

Unintentional 
signal demodulation
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MEMS Sensors
!Micro-Electro-Mechanical Systems

" Accelerometers
" Gyroscopes
" Clocks

!Advantages 
" Low cost 
" Low power  

some < 1 mA 

" Small integrated circuit
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*Photos courtesy of “Everything about STMicroelectronics’ 3-axis digital MEMS gyroscopes – Technical Report”, by STMicroelectronics.

Mechanical Electrical

IC Package
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Signal Distortion
! Two types of spoofed acceleration 

" Fluctuating accelerometer output 
" Constant accelerometer output
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asymmetric clipping
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Randomized Sampling
! Destroy predictability of sampling regime 
! Randomize delay at each sampling interval
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Blue Note:

Connor Bolton,  
Sara Rampazzi, 
Chaohao Li,  
Andrew Kwong,  
Wenyuan Xu, Kevin Fu
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How Intentional Acoustic Interference Damages Availability and 
Integrity in Hard Disk Drives & Operating Systems [Oakland ’18]

University of 
Michigan

Zhejiang 
University
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Sound Affecting 
HDDs?
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https://www.youtube.com/watch?
v=tDacjrSCeq4
Dec 31, 2008
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Ultrasonic transducer: https://www.vellemanstore.com/en/
velleman-ma40a5r-40khz-ultrasonic-sensor-transducer-receiver

Built in 
Speakers

HDD

Threat Model
Placed Speaker
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Audible Frequencies:
Vibrating the head and disk platters
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Sound distorts the HDD

Comsol Simulation
5 kHz (resonance)
120 dB SPL source
70 dB SPL at disk
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Resonant Frequencies 
(audible)

HDD: Seagate 7200.12 3.5”
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Ultrasonic 
Frequencies:
Shock Sensor 
Spoofing
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Disabling Video Surveillance DVR
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Defenses:
Passive Noise
Canceling
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Attenuation Controller 
Effectiveness

HDD model based off Seagate 7200.12 3.5”
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Hard Drive of Hearing [IEEE S&P ’19]

�38

Ph.D. student: Andrew Kwong
Turn hard drives into 

microphones with firmware
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So, you depend 
on sensors?
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Creating Trustworthy Sensors
🌈 Demystify analog sensor attack surface 
👉 Test to security FAILURE, not test to ¯\_(ツ)_/¯ 
👉 Unwrap abstractions of electrical engineering,  

mechanical engineering, materials science

🌈 Ad-hoc security ⇨ measurable science 
👉 Physically de-risk intentional interference with more 

deliberate HW specs & design (e.g., resonance) 

🌈 Rethink ICs and hardware-software APIs 
👉 Convey to SW stack WHY trust sensor output 
👉 HW should expose HINTS of trustworthiness
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Analog Cybersecurity Risks
! Computers have always been vulnerable to analog 

cybersecurity threats 

! What’s changing? 
" Degree of connectedness and dependence 
" From human-in-the-loop to automated consequences  
" Increased risks to availability and integrity 

! Maybe it’s a not a good idea to put  
a computer in everything unless  
there’s a good reason
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Embedded Security References
! Classic fault and data injection 

" Chinese Remainder Theorem and ion beams [Boneh et al., EuroCrypt ‘97] 
" Cars [Koscher et al., IEEE S&P ’10; Checkoway et al., USENIX Sec ’11] 

! Back door acoustic injection 
" Gyroscopes: Drone DoS [Son et al., USENIX Sec ’15] 
" Dolphin Attacks: Ultrasound voice recognition injection  

[Zhang et al., ACM CCS‘17] 
" Walnut: Acoustic injection on MEMS accelerometers [Trippel et 

al., IEEE Euro S&P’17] 

! RF, IR, EMFI injection 
" Car tire pressure sensors: [Rouf et al., USENIX Sec ’10] 
" Infusion pumps [Park et al., USENIX WOOT ‘16] 
" BADFET [Cui & Housley, USENIX WOOT ‘17] 
" Ghost Talk: RF injection on microphones, pacemakers [Foo Kune 

et al., IEEE S&P ’13], GSMem [Guri et al., USENIX Sec ’15]
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Research 
Summary

" Microprocessors should 
not blindly trust sensors

" Protect IoT with SW that 
leverages physics

" Focus on trustworthy 
systems, rather than just 
secure components


