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The Cloud 
Smartphones  
and tablets Web browsers  

and other apps 

Today’s Cyber Landscape 

Social media 
Embedded computing and 

Internet of Things (IoT) 



Securing Cyberspace 

§  The cyber threat has evolved to reflect the increased 
importance and extensiveness of cyber activities: 
-  hobbyists and those seeking notoriety or status  
-  profit-seeking criminals (identity theft, spam) 
-  organized crime, cyber espionage (intellectual property, government 

intelligence) 
-  cyber warfare and cyber terrorism 

§  Cyber security is a multidisciplinary endeavor 
requiring advances in computer science and 
engineering, public policy, psychology, criminology, 
and more. 



Incentives 

§  Different parties have different incentives: 
-  software developers want rapid time to market, ease-of-use 
-  users want convenience and choose free tools  
-  data and attention can be monetized 
-  attackers can be financially or politically motivated 
-  further complicated by multiple layers in a complex hardware/

software network 

§  Not just “good guys” against the “bad guys” 

§  Attacks, misuse, and dissatisfaction are commonplace and 
the situation is getting worse. 
 



Example: Bot Nets 



Example: Ransomware 



Example: Disinformation in Social Media 

“If you are not 
paying for the 
service, then you 
are the product.” 

DARPA Twitter Bot Challenge 
V.S. Subrahmanian et al. 
IEEE Computer, 2016 
 
§  Dots are Twitter accounts 

posting using the #SB277 
hashtag about a California 
vaccination law. 

§  Lines between them show 
retweeting and size reflects 
number of retweets 

§  Blue dots are likely humans 
§  Red dots are likely bots 



Toward Solutions 

§  Better design of technical systems can help, but won’t solve all problems. 
Need to move beyond a zero-sum game mentality and false 
dichotomies. 

▪  Carefully designed regulation can help align incentives, drive investment. 
▪  Thinking about users, uses, and usability is critical. 

-  Includes recognizing that different parties have different goals and values. 
-  A better understanding of the actors in the system, their incentives, and 

how they may be better aligned to build security, is a critical piece in 
making progress. 

§  Insights gained lead to more informed choices and better system 
design. 

§  Education and raising awareness can help. 
-  But need to avoid blaming the user. 



Conclusions 

▪  Today’s technology creates huge opportunities for 
value, but also for security breaches and privacy 
invasion. 

▪  In the complex sociotechnical ecosystem, 
cybersecurity is unlikely to be achieved without fully 
embracing the broad social and physical contexts in 
which computing takes place.  

▪  Technology, policy, and education must work 
together. 


