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Democratization of Media Manipulation
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DeepFakes


● Discussed on reddit by anonymous user “/u/deepfakes” in fall 2017

● First public code: Dec-15-2017

● FakeApp in Spring 2018 

● Every few days new code


MyHeritage





Manipulated Media is as old as Invention of Camera





The open web empowers anyone anywhere to be a source of 
information



Google News Initiative:  Address this challenge in three ways

Google


We build products to  
elevate quality journalism  

on our platforms

Newsrooms


We collaborate with 
newsrooms to surface  
accurate information

Audiences


We support research  
and build programs to 
improve digital literacy



Verified fact checkers throughout the ecosystem



Back to Visual Misinfo / Manipulated Media



Internal Efforts: DeepFakes, CheapFakes

Dufour, Leung, Sud et al. with Verdoliva


Detectors:
Synthesis:
 Datasets:


Long History (GAN, VAE, VFX, …)


Pre/Post-2018: internal + opensource




Google’s DeepFake Detection Data release V1 (with JigSaw)



Google’s DeepFake Detection Data release V1 



Audio DeepFakes



Informing Users: Jigsaw + Our Research Team

Open question: Even given an oracle, would it be useful?


Jigsaw conducted a UX study using deepfakes generated by our team: 

Walter Matthau telling jokes at 
AFI Awards (real)

Richard Nixon telling jokes at AFI 
Awards (fake)



Informing Users: Jigsaw + Our Research Team
Jigsaw created mockup UI elements and assessed their efficacy (N=820)

https://link.medium.com/AnVgvBetXjb



1Chesney & Citron, "Deep Fakes: A Looming Challenge for Privacy, Democracy and National Security”
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Liar's Dividend
- Joao Doria, former Sao Paulo mayor, seen in a 

sex tape 5 days before election.

- He claims it's a deepfake, we (and others) think 

it's probably authentic.

- Electorate split on whether tape is authentic; 

Doria wins reelection. 

- Example of the Liar's Dividend: "...in what might 

be understood as a 'liar's dividend,' deep fakes 
make it easier for liars to avoid accountability for 
things that are in fact true."1



JigSaw/Google Assembler:  Detectors -> Fact Checkers

Current Academics: 

Davide Cozzolino, Giovanni 
Poggi, Luisa Verdoliva, 
Minyoung Huh, Andrew Liu, 
Andrew Owens, Ayosha Efros, 
Shruti Agarwal, Hany Farid, 
Peng Zhou, Xinton Han, Vlad 
Morariu, Abhinav Shrivastava, 
Larry Davis


Jigsaw + Google AI Team


Special Thanks to:

NIST + DARPA 

Google AI

(Dartmouth)





Google’s Media Integrity Efforts


● Google News Initiative

● Fact Checking via ClaimReview/MediaReview

● Deepfake (audio + video) datasets

● CheapFakes/DeepFakes -> FactCheck/Journalists

● Provenance: GRIS

● Misleading / False Context

● Other research efforts



How to use Google Reverse Image Search (GRIS)?

1. Chrome: right-click on the image

2. Select “Search Google for Image”

Courtesy: Howard Zhou



#Moroco - Nov 1, 2015#Turkey - July 15, 2016

Courtesy: Howard Zhou



Source: wusa9.com

VERIFY: The truth behind Ovechkin in the 'Never Kneel' shirt pic
“QUESTION: Did Alex Ovechkin wear a licensed Capitals shirt that says "Never Kneel?"

ANSWER: No, this photo is not legit.

SOURCES: Google Reverse Image Search”

Courtesy: Howard Zhou

https://www.wusa9.com/article/news/local/verify/verify-the-truth-behind-ovechkin-in-the-never-kneel-shirt-pic/65-562268169
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Oxford Reuters Institute



Out of context detection ?

Detecting out-of-context image captions: with Shivangi Aneja, Matthias Niessner (TUM)

https://shivangi-aneja.github.io/projects/cosmos/





DeepFakes, Liar’s Dividend CheapFakes: Doctoring, Editing CheapFakes: Change Context



Fake Media  ≠ Fake News


Most manipulations with DeepFakes or PhotoShop is 
innocent, for entertainment, or parody.


Malicious intent or real-world harm 

-> Disinformation


Deciding what is mis/disinformation is a human task



World → Sensor → Truth ?



50,000 years of Post-Truth

Memory 

& Beliefs

Story Telling



Memory 

& Beliefs

No Silver Bullet: Multidisciplinary Effort 


